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 453.  ACCEPTABLE USE OF TECHNOLOGY RESOURCES FOR STAFF 

 
1. Purpose The use of Manheim Central School District technology resources by staff members 

shall be consistent with the educational objectives of the Manheim Central School 
District and must be limited to educational, instructional, and district business 
purposes. Internet and network resources shall be used only for support of the 
district curriculum, research, district-related communications, interschool projects, 
and support of the educational community. Access by staff members to Manheim 
Central School District technology resources is a privilege that is maintained, in part, 
by observing and adhering to this policy. Use of district technology resources shall 
be subject to terms of this Acceptable Use Policy (AUP), as well as the policies of 
the Manheim Central School District governing expression and permissible uses of 
school district facilities generally. The Manheim Central School District reserves the 
right to update this policy at any time. 
 

2. Authority 
 
 
 
 
 
 
 
 
 
 
 Pol. 815.1 
 
 
 
 
 
 
 
 
 

Manheim Central School District technology resources are provided as an 
educational and productivity tool for students and school district employees. 
Technology resources are not provided for public access or public forum. The 
district reserves the right to monitor, inspect, copy, review, and log at any time and 
without notice Internet use, computer network utilization, fileserver storage, and all 
information transmitted or received in connection with such utilization for all district 
users. All such information is the property of the district, and no user should expect 
privacy regarding the utilization of technology resources. Technology Services staff 
will periodically review staff files and communications in order to maintain system 
integrity and ensure that staff members are using technology resources responsibly.  
 
The district provides a comprehensive suite of technology services and devices, 
however, staff members may also have their own technology devices that may be 
brought to district campuses and to school events. This policy addresses the 
appropriate use of both technologies provided by the district and personally-owned 
technological devices. Staff members have a limited expectation of privacy when 
using their own technology on district property or at district events, so long as the 
utilization of these personal technology devices does not violate policy, law and/or 
compromise the district’s technology systems or the safety and well-being of the 
school community.  
 



453.  ACCEPTABLE USE OF TECHNOLOGY RESOURCES FOR STAFF - Pg. 2 
 

 
Page 2 of 15 

 
 Pol. 253 

 
This policy applies to district employees (professional staff, support staff, 
administrators) and all adults visiting the Manheim Central School District 
(parents/guardians, community members, guests). Students are bound by a separate 
acceptable use policy specific to their user class.   
 

3. Definitions Bandwidth - a measure of the amount of data that can be transmitted in a fixed 
amount of time.  
 
Cyberbullying - the creation, transmission or posting of derogatory or threatening 
messages and/or images through a technological medium in an effort to ridicule or 
demean another individual or group.   
 
Internet - the Internet connects millions of computers together globally, forming a 
network in which any computer can communicate with any other computer as long 
as they are both connected to the Internet. 
 
Network - the district network is defined as all computers and electronic devices 
such as printers, fax machines, scanners, etc. that are connected to each other for the 
purpose of communication and data sharing.  
 
Technology - under this policy, technology is a comprehensive term including, but 
not limited to, all computers, projectors, televisions, DVD players, stereo or sound 
systems, digital media players, gaming consoles, gaming devices, cell phones, 
personal digital assistants (PDAs), CDs, DVDs, camcorders, calculators, scanners, 
printers, cameras, external and/or portable hard drives, modems, Ethernet cables, 
servers, wireless cards, routers and the Internet. District technology refers to all 
technology owned and/or operated by the district. 
 
User - for the purposes of this policy, user is an inclusive term meaning anyone who 
utilizes or attempts to utilize, whether by hardware and/or software, onsite or 
remotely, technology owned and operated by the school district. This includes 
students, faculty members, staff members, parents/guardians, and any visitors to the 
campus. 
 

 
 
 
 
 
 
 
 
 
 

Personally-Owned Device User - for the purposes of this policy, personally-owned 
device user refers to anyone who utilizes their own technology on property owned or 
controlled by the school or at a school-sponsored event.   
 
PDA (Personal Digital Assistant) - an electronic device which provides, among 
others, some of the functions of a computer, a cell phone, a music player, and a 
camera.  
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 20 U.S.C. 
 Sec. 6777, 9134 
 47 U.S.C. 
 Sec. 254 
 
 
 
 
 
 
 
 
 
 18 Pa. C.S.A. 
 Sec. 5903 

 
Child Pornography - any photograph, film, audio, video, or other visual depiction 
involving a minor engaging in sexually explicit conduct. 
 
Harmful to Minors - any picture, image, graphic image file, sound, or other visual 
depiction or audio that: 
 
1. Taken as a whole and with respect to minors, appeals to a prurient interest in 

nudity, sex, or excretion. 
 

2. Depicts, describes, or represents, in a patently offensive way with respect to what 
is suitable for minors, an actual or simulated sexual act or sexual contact, actual 
or simulated normal or perverted acts, or lewd exhibition of the genitals. 
 

3. Taken as a whole, lacks serious literary, artistic, political, or scientific value as to 
minors.    
 

Obscenity - any material or performance, if:  
 
1. The average person applying contemporary community standards would find that 

the subject matter taken as a whole appeals to the prurient interest. 
 

2. The subject matter depicts or describes in a patently offensive way, sexual 
conduct of a type described in this section. 
 

3. The subject matter, taken as a whole, lacks serious literary, artistic, political, 
educational or scientific value. 

 
4. Guidelines Acceptable Uses 

 
 All district staff members shall receive specific training regarding acceptable and 

unacceptable behaviors related to technology use at the start of their employment.  
Review of this policy during the training is required before staff members may 
utilize any school technologies. Staff members shall be reminded of their need to 
comply with this policy during all network login attempts; continuation past an AUP 
reminder screen during the login process shall serve as additional evidence that the 
staff members understand their need to comply with the terms, conditions, and 
regulations of this policy. 
 
The primary use of all district technologies by staff members, including the district 
network and its Internet connection, must be for educational and district business 
purposes. Staff members are expected to act responsibly and thoughtfully when 
using technology resources. District employees may use district technology in the 
course of performance of their regular job responsibilities. Incidental personal use is  
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permitted as long as it does not interfere with job performance or the district’s 
operation of information technologies, financially burden the district or otherwise 
violate district polices or state and federal laws. The school district, in its sole 
discretion, shall decide what constitutes incidental personal use of school 
technology; and the Superintendent or designee may issue directives to staff from 
time-to-time to explain what personal uses of school technology are and are not 
appropriate. Use of district technologies for personal financial gain is not permitted. 
Staff members bear the burden of responsibility to inquire with a school 
administrator and/or supervisor when they are unsure of the permissibility of a 
particular use of technology prior to engaging in the use. 
 

 The Manheim Central School District makes every effort to provide sufficient 
information technology resources for each staff member for regular academic and 
district business pursuits. If a particular application or project requires additional 
resources, the Technology Services Organization will work with staff members on a 
case-by-case basis to provide additional resources if possible.  
 
All staff members will be provided with a school e-mail account for curricular and 
district business use. All e-mails sent from this account are representative of the 
district and staff members should keep in mind school policies regarding appropriate 
language use, bullying, stalking, and other policies and laws. Staff e-mail accounts 
are subject to monitoring by the district and staff have no expectation of privacy in 
their e-mail accounts. Staff members should be aware that they share resources such 
as bandwidth and server space with others and downloading large files utilizes finite 
resources. Abuse of these resources can result in the suspension or loss of this 
privilege. Staff members should delete old e-mails and save large attachments 
elsewhere to limit the amount of storage space required. Each staff member is 
limited to a mailbox size determined by Technology Services staff.  
 
All Manheim Central School District buildings have wireless network access that is 
protected by a password. Staff should never attempt to connect any district or 
personal devices to any wired or wireless networks. Staff should never attempt to 
disconnect computers and/or devices connected to district wired or wireless 
networks. Staff members may be allowed to connect personal devices to a 
quarantined district wireless network; however, any such connections must be for 
educational or district business purposes only and must be approved by and 
coordinated by the Technology Services staff. 
 

 The district provides individual technology accounts for staff members to access 
secured technology resources. Staff members must properly log in with their own 
account and password to access these resources. Similarly, staff members must log  
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off when they are finished using any district computer. Failure to log off may allow 
others to utilize an unauthorized account; staff members are responsible for any 
activity that occurs through their personal account.     
 

 Unacceptable Uses 
 

 The following uses of Manheim Central School District technology resources and 
staff-owned devices are considered unacceptable and constitute a violation of this 
policy. This list is not all inclusive; no policy can detail all possible examples of 
unacceptable behavior related to technology use. All staff users are expected to 
understand that the same rules, guidelines, and policies that apply to nontechnology-
related staff behavior also apply to technology-related staff behavior. Staff members 
are expected to use their best professional judgment when making decisions related 
to the use of all technology resources; any questions regarding acceptable use of 
technology should be forwarded to an appropriate district administrator or supervisor 
before any questionable usage takes place. 
 

 Uses that violate district policies or the law or encourage others to do the same – 
 
Users shall not use district technology in a manner that violates district policies or 
state or federal laws. All technology usage shall be lawful and appropriate at all 
times. For example, users shall not transmit offensive or harassing messages; offer 
for sale or use any substance the possession or use of which is prohibited by the 
school district’s policies; view, transmit or download illegal materials such as child 
pornography or materials that encourage others to violate the law; intrude into the 
networks or computers of others; and download or transmit confidential, trade secret 
information, or copyrighted materials.   
 
Uses that involve the creation, retrieval or transmission of information, messages or 
images that are obscene, pornographic, sexually explicit, or harmful to minors – 
 
All such uses are strictly prohibited. 
 

 Uses that cause harm to others or damage property – 
 
For example, users shall not engage in defamation (harming another's reputation by 
lies); employ another’s password or some other user identifier to gain access to 
accounts, files or information that the user is not otherwise entitled to access; 
misrepresent the identity of an actual user when communicating or otherwise using 
the network or the Internet; upload a worm, virus, Trojan Horse, or other harmful 
form of programming or vandalism; use e-mail chain letters; participate in "hacking" 
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activities or any form of unauthorized access to other computers, networks, or 
information systems; or delete, modify or alter accounts, files or programs with the 
intent of damaging the same. 
 
Uses that jeopardize the security of users’ access and of the school district’s 
technology resources, including computer networks or other networks on the 
Internet – 
 
For example, users shall not disclose or share their passwords with others and shall 
not impersonate another user. Users should never access, view, or alter another 
user’s folders, work, or files without prior authorization. The use of local passwords 
or encryption techniques unknown to the Technology Services Organization is also 
prohibited. 
 

 Uses that are commercial in nature – 
 
Staff members may not sell or buy anything using the school district’s technology 
resources, including computer networks and Internet access, without prior approval 
from the appropriate school district official. This includes actions such as gambling 
that result in an exchange of financial resources. Users shall not divulge private 
information about themselves or others, including credit card numbers and Social 
Security numbers, except when purchasing items for the district through a secured 
web site.   
 
Exception: Staff members may use district technology resources to purchase 
educational materials for district use without prior authorization. Use of district 
technologies for personal financial gain is not permitted. 
 

 Political messages – 
 
Staff members shall not use the school district’s technology resources, including 
computer networks and Internet access to create, distribute or otherwise circulate 
political messages on behalf of a candidate for public office or a political party, to 
promote or oppose a particular political issue or cause, or advertise a political event 
or fundraiser.   
 
Uses that involve the unauthorized transmission of confidential information – 
 
For example, users should never transmit confidential district, personal, or student 
information without first receiving authorization from a member of the district’s 
administration staff. Unauthorized disclosure, use and/or dissemination of personal 
identification information regarding students and/or minors is strictly forbidden. 
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 Pol. 815.1 

Uses that result in destruction of district property – 
 
For example, users should not engage in activity or exchange of information that 
results in the damaging of district computer hardware, systems, programs, networks, 
or other technology resources, either physically or in functionality. 
 
“Hacking” and other similar activity – 
 
It is a violation of this policy to use the school district’s computer networks and 
Internet access to gain unauthorized access to other computers or computer systems 
internal or external to the school district network, or to attempt to gain such 
unauthorized access. Any use which violates state or federal law relating to 
copyright, trade secrets, the distribution of obscene or pornographic materials, or 
which violates any other applicable law or municipal ordinance, is strictly 
prohibited.  
 
Cell phones and PDAs – 
 
Cell phones and PDAs are permitted on campus, but are not to be used during class 
time, during an employee’s assigned work hours (unless the use of such devices is 
required for the employee’s job) or while otherwise directly supervising students. 
 

 
 
 Pol. 903, 904 

Recording, video, and photography – 
 
Staff members are not permitted to send or take photographs or video with their 
phones on district property or at district events without advanced permission from a 
district administrator. Staff members may not bring or utilize recording devices or 
similar data capturing devices on campus without specific permission from a school 
administrator. This prohibition does not apply to the recording of public School 
Board meetings in compliance with the Sunshine Act, or photography or 
videorecording at public events sponsored by the district where such activities are 
done in strict compliance with the rules allowing the same, i.e. interscholastic 
athletic events, high school graduation ceremonies, or public performances. 
 
Social networking and web site usage – 
 
Staff members are not permitted to use district equipment to access or create blogs, 
accounts, or profiles on any social networking web sites including, but not limited 
to, MySpace, Facebook, Xanga, LiveJournal, etc. When in doubt as to whether a 
web site qualifies as a social networking site, please contact a school administrator 
or a member of the Technology Services staff.  
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Staff members are not permitted to use district technology to access any rating or 
dating web sites including, but not limited to, Match.com, eHarmony, JDate, 
BlackPlanet, HOT or NOT, RateMyTeacher.com, RateMyCoach.com, or 
JuicyCampus.com.   
 
Staff members may not access material that is offensive, profane, or obscene 
including pornography and hate literature. Hate literature is anything written with 
the intention to degrade, intimidate, incite violence, or incite prejudicial action 
against an individual or a group based on race, ethnicity, nationality, gender, gender 
identity, age, religion, sexual orientation, disability, language, political views, 
socioeconomic class, occupation, or appearance (such as height, weight, and hair 
color).   
 
Exception:  Access of the above-listed sites and/or content by appropriate district 
officials may be required for administrative investigations of alleged violations of 
this policy by staff members. Such investigative access must be coordinated by a 
district administrator. 
 

 Instant messaging, e-mail, posting, blogs – 
 
Staff members are not permitted to use district technology to access any instant 
messenger services including, but not limited to, AOL, AIM, Skype, Yahoo! 
Messenger, MSN Messenger, and GTalk.  
  
Exception:  Use of instant messaging, videoconferencing, and/or voice 
communications software applications may be allowed if coordinated with 
Technology Services staff and permitted by the building administrator or supervisor 
when such applications are used for legitimate instructional purposes. An example 
would be the use of Skype to conduct a video conference with another location or 
the use of instant messenger programs for collaborative purposes. 
 
Staff members are permitted to use district technology resources to contribute to 
message boards, blogs, wikis, and other web 2.0 tools when the use of such 
resources is for legitimate instructional purposes.   
 
Staff members must be aware of appropriateness of communications when using the 
above listed collaboration tools. Inappropriate communication is prohibited in any 
public messages, private messages, and material posted online by staff. 
Inappropriate communication includes, but is not limited to the following: 
obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or disrespectful 
language or images typed, posted, or spoken; information that could cause damage 
to an individual or the school community or create the danger of disruption of the 
academic environment; personal attacks, including prejudicial or discriminatory  
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attacks; harassment (persistently acting in a manner that distresses or annoys another 
person) or stalking of others; knowingly or recklessly posting false or defamatory 
information about a person or organization; and communication that promotes the 
destruction of property, including the acquisition or creation of weapons or other 
destructive devices. 
 
Staff members may not utilize any technology to harass, demean, humiliate, 
intimidate, embarrass, or annoy others in the district or community. This is 
unacceptable behavior known as cyberbullying and will not be tolerated. Any 
cyberbullying, on or off campus, that is determined to substantially disrupt the safety 
and/or well-being of the school, is subject to disciplinary action. 
 
Staff members are not allowed to post or send chain letters or spam. Spamming is 
sending an unnecessary and unsolicited message to a large group of people. 
Spamming can occur through e-mails, instant messages, or text messages. 
 

 
 
 Pol. 814 
 
 
 
 
 
 
 
 
 
 Pol. 814 

Intellectual property, academic honesty, personal integrity and plagiarism – 
 
Staff members shall never claim or imply that someone else’s work, image, text, 
music, or video is their own. Such conduct constitutes either intellectual dishonesty 
or plagiarism and is strictly prohibited. Staff members shall never pretend to be 
someone else online or use someone else’s identity without expressed permission 
from that person. Staff members shall not use, post, or make accessible to others the 
intellectual property including, but not limited to, text, photographs, and video of 
someone other than themselves without obtaining prior permission to do so. This 
includes any intellectual property granted permission to be used personally, but not 
publically. Such behavior violates school policy as well as state and federal law.   
 
Staff members shall also be mindful of copyright violation. A work or item is 
copyrighted when, among other issues, one (1) person or one (1) group owns the 
exclusive right to reproduce the work or item. Songs, videos, pictures, images, and 
documents can all be copyrighted. Copyright infringement occurs when copyright 
law is violated by using or reproducing something without the authority to do so. 
Staff members must make sure to appropriately cite all materials used in their work. 
 
Data and gaming devices – 
 
Staff members are allowed to bring personal iPods, MP3 players, CD players, DVD 
players, or other similar data-accessing devices onto district property, but use of 
such devices should be limited to nonwork hours.  
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Exception:  Use of personal iPods, MP3 players, or other data-accessing devices 
may be used during school hours when used for instructional purposes. An example 
would be the use of an iPod to play an instructional podcast created for classroom 
activities. 
 
Staff members may not use district-owned technology resources to play computer 
games unless they are proven to be instructional in nature. 
 

 Downloads and file sharing – 
 
Staff members may never download, add, or install new programs, software, or 
hardware onto district computers. 
 
Staff members may download sound, video, and other multimedia files using 
district-owned technology resources when such activity is for legitimate educational 
purposes. An example would be the appropriate use of video, pictures, or sound for 
lesson content. Staff members must be mindful of copyright rules when 
downloading such content; staff must also be aware of shared resources such as 
Internet bandwidth and disk storage space. Staff members may be asked to cease 
any/all downloads should any district technology resources be adversely affected by 
such activities. 
 
Staff members may never configure their school computer or personally-owned 
computer to engage in illegal file sharing. The district will cooperate fully with the 
appropriate authorities should illegal behavior be discovered.    
 

 Respect for the privacy of others and personal safety – 
 
Staff members must not intentionally seek information on, obtain copies of, or 
modify files, other data, or passwords belonging to others. Staff members must not 
misrepresent or assume the identity of others. Staff members must not repost 
information that was sent privately without the permission of the person who sent 
the information. Staff members should never post private information about another 
person or use another person’s account. Staff members that have been granted an 
account with special access privileges must not use that account outside of the terms 
under which it was provided.   
 
The Manheim Central School District prides itself on its reputation for excellence; 
therefore, staff members may not use the school’s name, logo, mascot or other 
likeness or representation on a nonschool web site without the express written 
permission from the Superintendent. This includes posting of pictures or images of 
the school district’s crest, emblem, or logo. This also includes listing of the district’s 
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name, individual school names, or names of district employees on a social 
networking profile, a dating web site profile, or a rating web site such as 
RateMyTeacher.com or RateMyCoach.com. 
 

 Computer settings and computer labs – 
 
Staff members are not allowed to alter, change, modify, repair, or reconfigure 
settings on district computers without the expressed prior permission of the 
Technology Services Organization. This includes deleting browser cookies and 
history and resetting the time and/or date on the computer. 
 
Purposefully spreading or facilitating the spread of a computer virus or other 
harmful computer program is strictly prohibited.  
  
Food and drink are prohibited from school computer labs. Staff members may not 
eat or drink while using any district computers or other devices. 
 
Staff members may not circumvent any system security measures. The use of web 
sites to tunnel around firewalls and filtering software is explicitly prohibited. The 
use of web sites to anonymize the user is also prohibited. The use of web sites, both 
domestic and international, to circumvent any school policy is prohibited. Staff 
members may not alter the settings on a computer in such a way that the virus 
protection software would be disabled. Staff members are not to try to guess others’ 
passwords. Staff members are not to access any secured files, resources, or 
administrative areas of the school network without expressed permission or the 
proper authority. 
 

 Internet Safety And Active Restriction Measures 
 

 20 U.S.C. 
 Sec. 6777 
 47 U.S.C. 
 Sec. 254 

In accordance with the federal Children’s Internet Protection Act (CIPA), the district 
utilizes technology protection measures including web content and SPAM filtering 
to prevent user access to or receipt of obscene, pornographic, or sexually explicit 
material or material which is harmful to minors. The district strictly enforces the use 
of this filtering technology during all network use. Any unauthorized attempt to 
disable or evade web content or SPAM filters shall result in disciplinary action. 
Overriding blocked Internet or e-mail content is the sole responsibility of the 
Technology Services Organization. 
 
Due to the dynamic nature of the Internet, there may be sites that are not filtered by 
the school district's Internet content filter. Internet content filters by their very nature 
are not 100% effective and users may encounter objectionable content when using 
the school district’s Internet connection. The district will also make its best effort to 
filter SPAM e-mails from entering the system. SPAM filters, by their very nature,  
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are not 100% effective and users may encounter objectionable content when using 
the district’s e-mail system. Every user must take responsibility for his/her use of the 
computer networks and Internet and avoid such sites that are unfiltered. If an 
inappropriate site is found, it should be reported to Technology Services staff so 
appropriate action may be taken. If a user finds that other users are visiting 
offensive, harmful, or otherwise prohibited web sites by this policy, s/he should 
report such use to the building principal, district administrator, or a member of the 
Technology Services staff.   
 

 Account Privileges 
 

 Accounts for servers such as e-mail, file storage, web hosting, etc, are a privilege. 
Only staff members who fulfill all necessary requirements for specific servers will 
be granted access to an account. The district reserves the right to suspend or revoke 
accounts at any time, and to update the requirements necessary to qualify for account 
eligibility. Attempts to circumvent account structures, or deliberate efforts to break 
into another user’s account constitute direct violations of this policy. Upon ending of 
employment in the district, staff members will no longer have access to the district 
network, files stored on the district network, or district-provided e-mail accounts. 
Prior to departure from the district, staff members are encouraged to transfer all 
personal data from district devices to a removable storage device. 
 

 Personal Safety 
 

 When using the district network and Internet connection, staff members must be 
careful not to reveal any personal information such as Social Security Number, 
credit card information, address, phone number, etc. 
 

 Confidentiality Of Student Information 
 

 20 U.S.C. 
 Sec. 1232g 
 
 
 
 
 
 
 
 
 
 
 
 

Personally identifiable information concerning students may not be disclosed or used 
in any way through school district technology resources and/or on the Internet 
without prior administrative authorization and the permission of a student’s 
parent/guardian or, if the student is eighteen (18) or over, the permission of the 
student himself/herself. Users should never give out private or confidential 
information about themselves or others through school district technology resources 
and/or on the Internet, particularly credit card numbers and Social Security numbers. 
A supervising teacher or administrator may authorize the release of directory 
information, as defined by the Family Educational Rights and Privacy Act (FERPA), 
for internal administrative purposes or approved educational projects and activities.  
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 34 CFR 
 Sec. 99.31 

 
This section is not intended to prevent the legitimate sharing of student information 
between district staff or with individuals outside the district, without prior parental 
permission, for reasons set forth in 34 C.F.R. § 99.31. 
 

 Privacy 
 

 All communications and information transmitted by, received from or stored on the 
district network should be assumed to be the property of Manheim Central School 
District. Accordingly, users of the district network cannot assume that the network is 
private. The district reserves the right to monitor and track all behaviors and 
interactions that take place online or through the use of technology on district 
property and at district events. The district also reserves the right to investigate any 
reports of inappropriate actions related to any technology used at school. All e-mails 
and messages sent through the district’s network or accessed on district equipment 
can be inspected. Any files saved onto a district computer or fileserver can also be 
inspected. Staff members have a limited expectation of privacy when using their 
own technology on school property or at school events, and the district reserves the 
right to investigate any activity using personal technology devices that violates 
policy, law and/or compromises the security of district technology or the safety and 
well-being of the school community. 
 

 Security 
 

 Security of Manheim Central School District technology resources is of utmost 
importance. Security instructions bear repeating and include the following: 
 
1. Do not use any local passwords or encryption techniques which are unknown to 

the Technology Services Organization. 
 

2. Never share your password with other users. 
 

3. Do not use or attempt to obtain another individual's account or passwords. 
 

4. Do not access, view, copy or modify the files, data or passwords of another user. 
 

5. Do not misrepresent other users on the network or send or transmit data 
anonymously. 
 

6. Do not attempt to log on to the network as the system administrator or access 
system files related to network administration. 
 

7. Do not attempt to disable or evade the district's filtering systems, which block 
access to inappropriate web site or e-mail materials. 
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8. Immediately report any suspected security problem to the Technology Services 

Organization. Do not attempt to correct the problem, demonstrate the problem to 
others, or further explore the problem. 
 

 Consequences For Inappropriate Use Of MCSD Technical Resources 
 

 
 
 
 
 
 
 
 
 
 
 Pol. 317, 417, 517 

Use of Manheim Central School District technology resources is a privilege, not a 
right. Any staff member who violates this policy will, at a minimum, have his/her 
access to the school district’s computer networks and Internet suspended or revoked. 
A user violates this policy by his/her own action or by failing to report any violations 
by other users that come to the attention of the user. Furthermore, a user violates this 
policy if s/he permits another to use his/her account or password to access the 
computer networks and Internet, including any user whose access has been denied or 
terminated. The school district may take additional disciplinary action for violating 
this policy.   
 
Misuse of these technologies constitutes a violation of district policy, and will result 
in one or more of the following consequences: 
 
1. Warning. 

 
2. Discipline. 

 
3. Suspension. 

 
4. Termination of employment. 

 
5. Legal action. 

 
 Consent 

 
 All staff members shall receive training regarding acceptable and unacceptable 

behaviors related to technology use at the start of their employment with the district. 
Review of this policy during the training is required before staff members may 
utilize any school technologies. Staff members will be reminded of their need to 
comply with this policy during all network login attempts; continuation past an AUP 
reminder screen during the login process serves as an additional reminder that staff 
must comply with the terms, conditions, and regulations of this policy. 
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 Warranties/Indemnification 

 
 The Manheim Central School District makes no warranties of any kind, either 

expressed or implied, in connection with its provision of access to and use of its 
computer networks and the Internet provided under this policy. It will not be 
responsible for any claims, losses, damages or costs (including attorney's fees) of 
any kind suffered, directly or indirectly, by any user arising out of the user’s use of 
its computer networks or the Internet under this policy.  
 
The information available to staff members does not imply school district 
endorsement of the content. The school district does not guarantee the accuracy of 
information received on the Internet. 
 
The school district cannot and does not guarantee that the functions and services 
provided by and through our technology will be problem-free. The district is not 
responsible for any damages staff members may suffer, including but not limited to, 
loss of data or interruptions of service. 
 

  
  
 References: 

 
 Obscene and Other Sexual Materials and Performances – 18 Pa. C.S.A. Sec. 5903 

 
Child Internet Protection Act – 24 P.S. Sec. 4601 et seq. 
 
Family Educational Rights and Privacy Act – 20 U.S.C. Sec. 1232g 
 
Enhancing Education Through Technology Act – 20 U.S.C. Sec. 6777, 9134 
 
Internet Safety – 47 U.S.C. Sec. 254 
 
Family Educational Rights and Privacy, Title 34, Code of Federal Regulations – 
 34 CFR Part 99 
 
Board Policy – 253, 317, 417, 517, 814, 815.1, 815.2, 903, 904 
 
 
 

  
  
  
  

 


